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Abstract

Today large amounts of multimedia data are available which can easily distributed,
e.g. by the Internet. To track illicit copies or to prove ownership of digital data, wa-
termarking is a well-known technique. Regarding the audio quality, however, concerns
about potential degradations are voiced frequently. This paper investigates the audio
quality of a presented watermarking scheme including results of objective and subjec-
tive measurements. These results are viewed in relation to those of perceptual coding
schemes. Along with these data, the corresponding performance of the watermarking
detection is given.

1 Introduction

Today large amounts of multimedia data including images, movies and, of course, high quality
audio data are available to everyone. The new possibilities in distribution and broadcasting
of these data via the Internet lead to problems with illicit copying and proving intellectual
property rights or ownership thereof. To deal with these problems, watermarking of digital
data is a promising concept. In case of audio data, watermarking means to transmit ad-
ditional data, e.g. a serial number, within the audio signal. This additional data should be
imperceptible to a human listener and resistant against "removal attacks".

Watermarking has been done for years in the domain of still and moving images [1, 2]. There-
from much is known about methods, algorithms and system requirements of such systems.
Watermarking of audio signals, however, is an upcoming field of research which is strongly
inspired by the ideas known from image watermarking. Former work done by Boney, Tewfik
and Hamdy establishes embedding a watermark [3]. F. Tilki and A. Beex showed how to
establish are more general channel, using multiple carrier sinusoids [4].

This paper addresses the general problem of audio watermarking systems to guarantee that
no audible distortions are introduced by the watermarking process. Therefore we selected a
watermarking system and investigated its influence on the audio quality. The selected system
is shortly presented in section 2. It establishes a general purpose hidden data channel using
uncompressed audio data as cover data.



The audio quality assessment divides into three parts. First, the system is evaluated using
objective audio quality measurement systems. The second part presents the results of a
suitable listening test using experienced listeners. Finally a comparison to the quality of
perceptual coding is given using a well-known codec.

2 Psychoacoustic Data Embedding System

In this section the data transmission system is described consisting of the encoder and the
decoder part. The encoder is responsible for embedding the additional data into the audio
signal in a manner, that it is imperceptible to a human listener. The term additional data
refers to an arbitrary bit stream to be transmitted. The system is based on a psychoacoustic
masking model as well as on spread spectrum transmission techniques.

The task of the decoder is to recover the transmitted data bit stream from the "watermarked"
audio track. The overall system is shown in Fig. 1. For convenience we refer to the entire
data embedding system including encoder and decoder as watermarking system.

2.1 Encoder

The encoder is shown in Fig. 2. It comprises:

e Modulation

* Signal Conditioning including Masking Model

* Signal I/O

2.1.1 Modulation

The modulator performs a binary phase shift keying (BPSK) spread spectrum modulation
[5, 6, 7, 8]. For those skilled in the art of communications theory it is known that spread
spectrum systems are typically characterized by their processing gain. The processing gain
is used to compensate for a low SNR seen at the receiver input. Using a processing gain of
lOlog10(256) = 24.0 dB turned out to be a suitable compromise between data transmission
rate and processing gain. This yields a data transmission rate of 47 bit/s. A more detailed
discussion of the modulation block can be found in [9].

2.1.2 Masking Model

The psychoacoustic model is used to prevent the embedded data signal from becoming per-
ceptible to a human listener. The masking model used in the watermarking scheme is the
masking model of ISO/MPEG2 Advanced Audio Coding (AAC) [10, 11]. It operates on a
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block basis and divides the audio frequency spectrum into partitions. For each partition a
masking threshold is computed giving a measure for the allowed distortion energy within
that particular partition which is used in the spectral weighting block.

To avoid preechos within the watermarked signal, masking thresholds are computed both
for "short blocks" and "long blocks". Short blocks are based on a 256-point fast Fourier
transform, whereas long blocks take into account 2048 samples. The masking model provides
information about the recommended block type. This information is used to operate a signal
multiplexer behind the spectral weighting block which is discussed next.

2.1.3 Spectral Weighting

Although spectral weighting is computed separately for long and short blocks they share the
underlying principle. The threshold provided by the masking model is used by the spectral
weighting block to shape the energy distribution of the spread spectrum data signal in the
frequency domain. This is accomplished by applying a specific attenuation for each frequency
partition to the spread spectrum data signal. After performing this operation the spectral
energy distribution of the data signal over frequency follows the masking threshold. This
ensures the inaudibility of the added data bearing signal.

2.2 Decoder

The decoder consists mainly of a standard BPSK receiver equipped with special means for
measuring the bit error rate of the established channel. The block diagram is shown in Fig. 3.

Note that the decoder is only interested in recovering the hidden additional information
using the watermarked audio signal as a carrier signal. The original audio signal itself can
be considered as a jammer interfering with the transmitted information bearing signal.

The most important part of the decoder is the matched filter. The filter coefficients match
to the spreading sequence used in the encoder. Behind the matched filter, peaks representing
the sent information are observed. They occur approximately in symbol timing which is
denoted by Ts ~ 1/47 s. This timing information is used by the synchronizer in order to
estimate the exact symbol timing and sampling time.

Knowing the sampling time, the matched filter output signal can be sampled and a threshold
decision recovers the sent information. In the case of BPSK the threshold is zero. Thus a
positive sample indicates a binary "0", a negative sample indicates a "1", or vice versa.

The bit error measurement is based on a pseudo random bit sequence which is known to
both decoder and encoder. This sequence is sent by the encoder instead of arbitrary data.
Assuming fairly low bit error rates the decoder is able to synchronize its internal replica
of the sequence with the received sequence. Bit errors are detected by comparing both the
internal and the received signal. A more detailed discussion of the decoder can be found in
[9].
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3 Investigation of Audio Quality

It is well-known from the art of perceptual audio coding that even slight signal modifications
of audio signals may result in strong perceptible distortions. In the case of audio coding the
distortions arise from the quantization noise due to the coding process. In watermarking
systems dealing with uncompressed audio signals, an additional information bearing signal
is added to the original audio track. In general this adds some kind of distortion which can
be kept to a minimum using a fairly elaborated watermarking system.

This section describes the evaluation of the above system in terms of audio quality. In
perceptual audio coding, the quality of codecs often is evaluated by comparing an original
signal, called reference, with its coded version. Naturally, this general principle applies to the
quality evaluation of a watermarking system as well. Instead of evaluating the coded version
(as is the case in codec quality assessment) the watermarked version is analyzed.

First the applied methods are presented. This description includes the objective measure-
ment systems, the listening test setup, mathematical requisites, codec parameters and other
information to understand the details of the test procedure. However, the results obtained
with the presented tools are shown in section 4.

3.1 Selection of Test Items

The items used for testing were short (8-12s) excerpts of the following tracks:

· "harpsichord", "castanets", testing hard attacks

* "pitch-pipe", "bagpipes", testing tonality

* "triangle", testing attacks + tonality

* "german speech", testing speech signals

· "gershwin", testing general orchestral music

These excerpts are standard items known to be critical for audio coding. Such a choice
seems appropriate because a noise-like signal is hidden below the masking threshold by the
watermarking system just like in traditional perceptual audio coding. Therefore the same
problems and effects known from audio coding are expected to arise with the watermarking
system. The selected items provide extreme cases in terms of tonality, attack and spectral
distribution. If a watermarking system is able to handle these items successfully one also
would hope for a good behavior in the context of more average program material.
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3.2 Objective Measurements

To get an estimation of the audio quality, objective measurement methods were performed
with the selected audio tracks. The quality measurement systems applied were "Perceptual
Audio Quality Measure" (PAQM) [12], the system "Perceptual Evaluation of Audio Qual-
ity" (PEAQ) [13] and some selected parameters of the "Noise to Mask Ratio" (NMR) [14]
measurement system:

* PAQM derives an estimate of the signals on the cochlea and compares the representation
of the reference signal with that of the signal under test. The weighted difference of
these representations is mapped to the five-grade impairment scale as used in the testing
of speech and audio coders. Tab. 1 shows this Subjective Grades (SG) scale[15].

* The PEAQ system has been developed in order to get a perceptual measurement scheme
that estimates the results of real world listening tests as faithfully as possible. In
listening tests for very high quality signals, the test subjects sometimes confuse coded
and original signal and grade the original signal below a SG of 5.0. Therefore the
difference between the grades for the original signal and the signal under test is used
as a normalized output value for the result of the listening test. Tab. 1 also lists the
corresponding Subjective Diff-Grades (SDG) which are the output values of the PEAQ
system. The PEAQ system comprises two different models, the "basic model" and the
"advanced model". Results were obtained applying the advanced model.

· The third system used in the evaluations is the NMR. We used the overall NMRtot.a
value expressed in dB to indicate the averaged energy ratio of the difference signal with
respect to a just masked signal (masking threshold). Usually, at NMRtot.l values below
-10 dB there is no audible difference between the processed and the original signal.

SG Description SDG Description
5.0 imperceptible 0.0 imperceptible
4.0 perceptible, but not annoying -1.0 perceptible, but not annoying
3.0 slightly annoying -2.0 slightly annoying
2.0 annoying -3.0 annoying
1.0 very annoying -4.0 very annoying

Table 1: Five-grade impairment scales used in listening tests
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3.3 Subjective Listening Tests

3.3.1 Listening Test Setup

In addition to the objective measurements a listening test was performed. The high quality
indicated by the objective measurements (section 4.2) lead to the decision to choose a forced-
choice-test, namely the pair-test for subjective tests. Only experienced listeners were selected
to take part at the listening test. The listening test was preceded by a training phase which
fulfilled the following requirements:

* only one person present in listening room

* unlimited time for training

* unlimited retries to hear each item in the order Reference-Watermarked

* full a-priori knowledge of what stimuli were presented

Following the training which was recommended to be at lea.st 15-20 min. the listening test
commenced. During the test 10 pairs of each item were presented to the subjects. Each pair
was chosen by a random generator from the set {R-R, R-W, W-R, W-W}, where "R" denotes
the reference item and "W" denotes the watermarked item. The subjects were asked if both
stimuli of a particular pair were equal or not, e.g. {R-R, W-W} should be rated as equal,
whereas {R-W, W-R} should be rated as distinct. Each correct decision about items being
equal or distinct is called a "hit". No quality grading in the sense of a scale, e.g. SG, was
to be done by the subjects. Each subject and item produced a result of the general form "k
hits of 10 trials". If a subject is just guessing one would expect a mean of 5 hits. An exact
statistical analysis needs to be done in order to evaluate the test results.

3.3.2 Statistical Requisites

In the following an item that exhibits no audible distortions while being watermarked is
denoted to be "transparent". If distortions are perceptible the term "non-transparent" is
used.

The pair-test normally tests for the non-transparency hypothesis, e.g. that distortions are
perceived by a subject. It is known from the statistics, that failing to reject the null hypothesis
Ho does not imply accepting the alternative hypothesis H1. However rejecting Ho allows to
assume H1 at the selected level of significance. In other words failing the test for non-
transparency does not imply transparency and vice versa.'

Therefore we have to perform two hypothesis tests. The first one tests for non-transparency
and for those items that fail, a test for transparency is to be applied. The following two
hypothesis tests show the statistical background for viewing the results in section 4.

'Just assume a particular listener is in bad condition and does not notice audible differences.
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Test for non-transparency is done by assuming the following hypothesis:

Hi: A subject can perceive distortions in a watermarked track
Ho : Distortions are not perceptible, e.g. the subject is just guessing, or pdetect = 0

In order to accept H1 we have to reject Ho with a certain level of significance Ca. We choose,
as common in hypothesis testing, a = 0.05. Applying

P(T E B I Ho true) < (1)

leads to the so-called critical region Bnon-transp. = {8, 9, 10} hits, while T denotes the actual
number of hits the subject achieved per item2. In other words:
If a subject shows more or equal than 8 hits for one item, we assume this item with 95%
probability to be non-transparent. This decision rule is used later in section 4.2.

Test for transparency is done by assuming that, if any subject is able to distinguish
between original and watermarked items he will perform with at least a probability3 of
Pdetect > 0. We decided to choose Pdetect > 0.7 because the selected subjects are very expe-
rienced listeners which are likely to detect any distortions if there are any. The hypothesis
formulates as:

H1 : No subject can perceive distortions in watermarked items
Ho: Distortions are perceptible for subjects with probability of detection p > 0.7

As in the opposite case we have to reject Ho in order to accept H1 on a level of significance ca.
Again a = 0.05 is chosen. The probability distribution density in this case is not a binomial
distribution but is given as

P(n,kb,pd~t~ot ( )(Pk_ )n-k io 5n-

(n, k,Pdtect) deect1 - detect()nk+0.5n-k+i (2)
i=O -i l

where n denotes the number of presented items and k the number of exact hits. The distri-
bution density (2) for n = 10 and p = 0.7 is shown in Fig. 4. With (1, 2) the critical region
for n = 10 and pdetcct > 0.7 results in Btransparent = {0...6} hits4. This means that if a subject
with Pdetect > 0.7 shows less than or equal 6 hits, we assume this item with a 95% probability
to be transparent. This decision rule is used later in section 4.2.

2Assuming Ho, the underlying probability distribution density P is the binomial distribution B(10, 0.5).
3Subjects just guessing exhibit Pdet,,,,t = 0.
4The difficulty with this test is, that Ho is a compound hypothesis. To satisfy (1) the probability supremum

of the infinite number of distributions given by (2) for Pdetect > 0.7 is to be considered to meet a.
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3.4 Comparison to Perceptual Coding

The quality of certain perceptual coders is well-known from extensive testing. This gives
an additional anchor when the quality of the watermarked audio signals is compared to
those processed by a codec. A well-known codec has been selected namely the ISO/MPEG-2
Advanced Audio Coding (AAC) codec [10, 11].

All selected original items were processed by an AAC coding/decoding procedure. The bit
rate of the AAC codec was 64 kbit/s, mono. The results of the AAC coded items can directly
be compared with the results of the watermarked items. This gives an quality estimation of
the watermarking system in relation to the known quality of the AAC codec.

4 Results

4.1 Results of Objective Measurements

Tab. 2 lists the results of the applied perceptual measurement techniques for the test items.
While there are some differences, the basic tendencies of all three measurements coincide.
According to the table, all items are graded in the imperceptible region, between 4.5...5
(PAQM) or -0.5...0 (PEAQ). Also the NMRtot.a is below -14 dB. As a rule of thumb a NMR
below -10 dB is considered to indicate "imperceptible" distortions.

These results indicate the transparency of the watermarked items which should further be
validated by a listening test in the next section.

Item PAQM/MOS PEAQ/ODG NMRtotla [dB]
Harpsichord 4.72 -0.19 -17.8
Castanets 4.67 -0.39 -14.6
Pitchpipe 4.72 -0.05 -19.6
German Speech 4.60 -0.30 -14.5
Bagpipes 4.72 -0.12 -20.0
Gershwin 4.72 -0.24 -14.0
Triangle 4.72 -0.43 -14.1

Table 2: Quality of watermarked items evaluated by PAQM, PEAQ and NMR perceptual mea-
surement systems



4.2 Results of Subjective Listening Tests

As usual in audio quality assessment, objective quality measurement systems give an esti-
mation for the quality. This estimation needs to be verified by a listening test. The results
of the listening test described in section 3.3.1 are presented in Tab. 3a, while the results of
applying hypothesis tests onto these results are shown in Tab. 3b.

Item A B C D E Item A B C D E
Harpsichord 3 4 5 8 1 Harpsichord O O O X O
Castanets 6 6 3 7 5 Castanets O 0 O - O
Pitchpipe 4 8 5 4 8 Pitchpipe O X 0 O X
German Speech 6 7 4 7 4 German Speech O -O O- 
Bagpipes 8 7 4 7 7 Bagpipes X - O - -
Gershwin 3 5 5 4 6 Gershwin O O O O O
Triangle 7 3 7 5 5 Triangle O O O

Table 3: Results of listening test: a) number of hits by item and subject b) results after applying
transparency tests. "X" indicates non-transparent items, "O" indicates transparent items
and "-" indicates that neither the non-transparency- nor transparency hypothesis can be
accepted.

As shown in section 3.3.2 a hit-count of 8 or more hits accepts the non-transparency hy-
pothesis at a level of significance of ca = 0.05. Looking into Tab. 3a one can see that this
is the case for four entries. These four entries are marked with "X" in Tab. 3b and can be
considered to be non transparent at a level of significance ac = 0.05.

On the other hand section 3.3.2 showed, that a hit-count of less than seven hits accepts the
transparency hypothesis for a listener with a probability Pdetect = 0.7 at a level of significance
of ac = 0.05. This applies to 23 items out of 315. They are marked with "O" in Tab. 3b. In
other words: The transparency hypothesis can be accepted for 23 out of 31 items.

Please note that it is inherent to hypothesis testing, that the remaining 8 items (marked with
"-") neither can be considered transparent, nor non-transparent. What follows from these
results is, that no statement can be made for these 8 remaining items.

4.3 Results of Comparison to Perceptual Coding

The perceptual measurement and listening test results presented in sections 4.1, 4.2 need some
calibration with known artifacts. For this purpose, the original items have been subjected to
coding/decoding with MPEG-2 AAC at a bit rate of 64 kbit/s for a mono signal. Tab. 4 lists
the results of AAC coding in terms of audio quality. These data can be directly compared
to Tab. 2. From this comparison it can be seen that watermarking of the items introduces
remarkably less distortion than coding these items with a state of the art codec. The results
shown in Tab. 4 are displayed in Fig. 5,6.

SApplying a transparency test to the four non-transparent items is senseless.
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Item PAQM/MOS PEAQ/ODG NMRtotal [dB]
Harpsichord 3.89 -1.00 -12.9
Castanets 3.13 -1.17 -10.8
Pitchpipe 4.72 -0.46 -12.2
German Speech 2.90 -2.39 - 8.9
Bagpipes 4.66 -0.76 -14.3
Gershwin 3.89 -1.36 -10.4
Triangle 4.71 -0.38 -17.9

Table 4: Quality of AAC coded items evaluated by PAQM, PEAQ and NMR perceptual measure-
ment systems

4.4 Decoding Results

In the foregoing sections the watermarking system was evaluated by the achieved audio
quality. However, this is not sufficient to describe the system performance.

Looking at the functional principle shown in Fig. 1 it is obvious that there must be a tradeoff
between reliability of the data transmission and the perceptibility of distortions. This is
due to the fact that increasing the data signal energy will improve the SNR of the data
transmission, but on the other hand will introduce more distortion energy into the audio
signal which will very likely be noticed by the listener.

Therefore the audio quality results should always be viewed in conjunction with the reliability
of the decoding process recovering the additional embedded data. To quantify this reliability
we selected the raw bit error rate of the transmission channel. The decoding results of the
test items are shown in Tab. 5.

It should be noted that these bit error rates show the raw channel bit error rate. At the
current stage of development, the system does not employ any error correction. Strong
improvements are expected when implementing error correction codes in this system.

The items showing an upper bound for the bit error rate, exploited no bit errors during the
length of the item and therefore a fixed bit error rate cannot be specified.

Item bit error rate
Harpsichord 0.0136
Castanets 0.0059
Pitchpipe 0.0273
German Speech < 3- 10-3
Bagpipes 0.0411
Gershwin < 3 10-3
Triangle 0.0036

Table 5: Decoding results for watermarked items
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5 Conclusions

A system providing an additional data channel within audio signals was presented. It com-
bines the advantages of spread spectrum modulation and psychoacoustic hiding of noise
signals. The established channel carries arbitrary data and, of course, can be used to trans-
mit watermarking information, as well as licensing information, serial numbers or any other
type of information.

This watermarking encoder was evaluated by perceptual measurement systems, a listening
test and a comparison to state-of-the-art coding, while the performance of the watermarking
decoder was estimated by the achieved bit error rate of the data transmission.

The results of objective measurements and listening tests were in good agreement, showing
that the system introduced only a negligible amount of audible distortion into the audio
signal. At the same time a good data transmission was achieved with fairly low channel bit
error rates.

Based on these evaluations it seems feasible to apply both watermarking and preserve a high
audio quality when using sophisticated schemes which sufficiently consider the perceptual
aspects of watermarking.
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Figure 1: Principle of the psychoacoustic data embedding system
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Figure 2: Block diagram of the encoder
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Figure 3: Block diagram of the decoder

0.35

0.25

>, 0.2

0.15

0.1 .................................

0.05

0 2 4 6 8 10
Exact number of hits out of 10 trials

Figure 4: Probability density distribution of the hit-count for a subject with Pdetect = 0.7. Figure

shows that 9 hits are most likely for this subject.


